N E RC PRIVILEGED AND CONFIDENTIAL INFORMATIO
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RELIABILITY CORPORATION

December 30, 2014

VIA ELECTRONIC FILING \

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re: NERC Full Notice of Penalty regardidgidentified Registered Entity 1 and Unidentified
Registeed Entity 2
FERC Docket NblP15- -000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty
regardingUnidentified Registered Entity 1 (URBIERC Registry ID# NC&XXand Unidentified

Regisered Entity 2 (URE2VERC Registry IDERXXXXin accordance with the Federal Energy

wS3dz  2NEB / 2YYA3aA2yQa 6/ 2YYRARNRENAN Cawp St N
of Procedure including Appendix 4C (NERC Compliance Monitorirignéordement Program

(CMEP).

This Notice of Penalty is being filed with the Commission becaBs&C Reliability Corporati@ERLC

and UREJand UREZcollectively URE}have entered into a Settlement Agreement to resolve all

outstanding issues arisingpinSERQa RSGSNXA Yl GA 2y | WRddiedssdmansda 27
Notice of Penalty According to the Settlement Agreemetite URE®either admit nordenythe

I Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standai@sder No672), Il FERC Stats. & Regs. 1 31,204 (2806%e of New Docket

t NEBFAE abté F2NI b20A0Sa 2F tSylfidée CAft, HotkedNd. RMEB8000 2 NI K ! Y
(February 7, 2008Fee alsd 8 C.F.R. Part 39 (201Mandatory Rahbility Standards for the BulRower SystenrFERC

Stats. & Regs. 1 31,242 (2007) (Order No. @89%,K Q 3 , IRGRERCSTRE1,053 (2007) (Order No-APSeel8 C.F.R §

39.7(c)(2).

2Seel8 C.F.R § 39.7(c)(2) and 18 C.F.R § 39.7(d).

3Forpurposesoff A & R2O0dzyYSy > SIOK @Az2ftldAz2y |G A&dadzS Aa R
and whether it was a possible, alleged confirmed violation.
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violations, buthaveagreed to the assessed penaltyarfe hundred twentythousand dolhrs

($120,000, in addition to other remedies and actions to mitigate the instant violatemd facilitate
future compliance under the terms and conditions of the Settlement Agreement. Accordingly, the
violationsin this Full Notice of Penalfre beindiled in accordance with the NERC Rules of Procedure
and the CMEP.

Statement of Findings Underlying the Violatisn

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement

Agreement, which is included as AttachméntThe details of the findings and basis for the penalty are

set forth in the Settlement Agreement and herein. This Notice of Penalty filing contains the basis for
approval of the Settlement Agreement by the NERC Board of Trustees Compliance Comraig€e (N
.he¢/ /0o Ly | OO02NRIYyOS gA0GK {SOGA2Y odds), 2F (KSE
NERC provides the following summary table identifying each violation of a Reliability Standard resolved
by the Settlement Agreement, as discussed in tredetail below.

NERC Violation| Reliability Applicable | Total
ID Std. e | VAR Function(s)| Penalty
SERC20130124¢ CIRP0021 | R3 High/
Severe
SERC20140133] CIR0033 | Re | Lower
Severe
SERC201301223 CIR0043 | R4 La‘i";ﬂ JIREL
SERC201301171 CIR0051 | R1.1| Medium/ $120,000
Severe
SERC20130124¢ CIR0051 | R1.1| Medium/ URE2
Severe
SERC20130124¢ CIR0051 | R15| Medium/ URE1
Severe
SERC20130124¢ CIR0051 | R1.5| ™Medium/ URE2
Severe
SERC20130754| CIR0052 | R1.5| ™Medium/ JIREL
Severe
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NERC Violation| Reliability Applicable | Total
ID Std. R | VAHAE!S Function(s)| Penalty
Medium/
SERC201301224 CIR0053a| R3
Severe
SERC20130117¢ CIR0061 | R1.1| Medium/ SINER
Severe
SERC201301224 CIR0061 | R1.g| Medium/
Severe
SERC201301224 CIR0061 | R1.g| Medium/ URE2
Severe
SERC2013@290| CIR0061 | R3 | Medium/ URE1
Severe
SERC20130124¢ CIR0061 | R3 | Medium/ URE2
Severe
Medium/
SERC20130117¢ CIR0063c | R5 | "o $120.000
SERC20130124¢ CIR0071 | R | Medium/
Severe
SERC20130124¢ CIR007-1 | R2.2| Medium/
Severe
SERC201301251 CIRo07-1 | R3 | Lower/ URE1
Severe
SERC201301224 CIR007.1 | Re | Medium/
Severe
SERC20130124¢ CIR007-1 | Rg3 | Medium/
Severe
SERC20130124¢ CIR0091 | Ru | Medium/
Severe

*Violation Risk Factor (VRF) and Violation Severity Level (VSL)

CIP002-1 R3 (SERC2013012383

SERC sentREIa notice of a&Compliance AuditFollowing the noticelJREIsubmitted a SelReport to
SERC stating thdtwas in violation of CHB02-1 R3. UREXailed to identify all Critical Cyber Assets
(CCAs) essential to the operation of its CaitiAssets.
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After an internal reviewJRE X¥ound workstations in separate Eteanic Security Perimeters (ESP

that it had originally classified as Cyber Assets within the ESP und@®%1AR1.4 thait should have
consideredasCCAs under GIBD2-1 R3. Although not considered essential to the operation of the
Critical Asset under its original assessment, these workstations did provide control capabilities and, if
misused, couldffectthe operation ofUREQ @nergy management system (EMS) and the polker
system (BPS)SERC determined thB{RElwas in violation of CHB02-1 R3 because it failed to identify

all CCAthat wereessential to the operation of the Critical Assets.

SERd@etermined the duration of the violation to be from the date the i&lard became mandatory
and enforceablen UREluntil UREJadded the misidentified Cyber Assets to the CCA list

SER@etermined that this violation posed a minimal and not serious or substantial rigletceliability

of the BPS The failure to identiffCyber Assets as CCAs could have left those devices without the
required CIP protections, increasing the risk that the devices could be compromised and misused for
malicious purposesUREldentified the workstationsat issueas noncritical Cyber Assetsithin the

ESP and protected them the same manner it protected the identifi€iCAs Use of the workstations
requireda user to be physically present at the workstatioasd remote access waksabled Thefirst

set offacilities where approximatel®0% of the workstations were deployed, were staffed 24 hours
per day,sevendays per week with operators and support staff as well asitesecurity personnel.
Moreover,a second set diacilities containing approximately 10% of the workstations, heakime
security monitoring that included physical and logical access alarms and security caliRiihad

an intrusion detection system within the ESP monitoring for any port scans or pings against the EMS
network. UREutilized a separate intrusionedection and prevention system on its ESP access point
firewalls, behind which the workstatiorsd issueresided. The workstations were within established
ESPs and Physical Security Perimdes?)

I w9 Mifigation Planto addresghis violationwas sibmitted to SERC

URERA aAlUA3IlF GAPREXEG £ Yy NBIj dzA NBR

1. updateitsCIRPn nH wo LINRPOSRdAzZNBE G2 AyOfdzRS (GKS 02y O
identification methodologyecause it was an identified root cayse

2. providetraining to individuals affected byé update to the CHB02 R3 procedure
3. reviewand update the Cyber Asset/CCA list based on the update@@2IR3 procedure

4. update CIFO03 R6 procedures to address asset classification prior to the asset being
implemented into productiopand

5. providetraining to individuals affected by the update to the 008 R6 procedure

S
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UREZXertified that the above Mitigation Plan requirements were complet&ER@erified that
UREDA aA (A Ivasicandlgte t € | v

CIP003-3 RE(SERC20140133)1

UREJIsubmitted a 8If-Report stating thatt was in violation of CHB03-3 R6. UREXailed to follow its
documented change control and configuration management process when updating malware
prevention software orCCAs

In} w9 mh@rige control and configurain managemenprogram UREIspecified that any proposed
changes hardware and software on Cyber Assets within the ESP should be documented through an
internal change control management ticket which includes testing, approvals, and documentation.
SERC determined theXRHE was in violation of CHB03-3 R6 because it failed to follow its internal

change control management process and updated malware prevention software on CCA workstations
without following its documented change control and configuration management program.

SERd@etermined the duration of theiwlation to be fromthe datewhen UREImistakenly upgraded
the malware prevention software without following its documented change control and configuration
management processintil UREIompleted its testing of theybeisecurity controls.

SERd@etermined that this violation posed a minimal and not serious or substantial rigletceliability
of the BPS UREXailedto follow its change control and configuration management progthat
allowed the implementation buntested changes to malware prevention software on CAAREL
couldhave degraded existing cytssrcurity controls or rendered the CCAs inoperable, reducing or
eliminatingURE® ability to be aware of local system conditions or control its portion ef &PS.
However,UREIdetected the update to the malware prevention software the following day and began
investigating the scope of the issue. In addition, the changeldiRiE implemented went through
cybersecurity and functionality testing prior tieploymenton corporate systems with no negative or
adverse impacts to functionality or operationREJalso conducted aftethe-fact testing and found
no problems. System operators monigaithe EMS 24 hours a dagevendays a week, angiould
have immeditely noticed and reported to suppogersonnelanysystem degradation. The EMS had
security status monitoring in place to alert system administrators in the etvedny malicious
softwarewas detected The workstations were also within ESPs B8&sand physical and electronic
access was limited to individuals who had completed pemsbrisk assessments and cybecurity
training.

URED & a A U A Idaddkegsyhis vidlatiofvas submitted taSSERC
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UREQ Klitigation Plan requiredJRE1o:
1. exewte afterthe-fact change control process

2. analyze potential change control and configuration management sources of failure within
groups that provide delegated operational suppgand

3. develop and implement an action plan based on the results from themi@l change control
and configuration management sources.

UREXertified that the above Mitigation Plan requirements were complet&ERQerified that
URED& aAlGAIIGAZY tfly 61 & O02YLIX SGiSo

CIP004-3 R4 (SERC2013012937

SERC settREIa notice of &0ompliance Audit Following the noticelJREIsubmitted a SelReport to
SERC stating thdtwas in violation of CHB04-3 R4.1.

UREZailed to update the list of personnel with accessdGAsvithin seven calendar days of any

change of personnel with st access to CCAs, or any change in the access rights of such personnel.

The violation involve two instances of failure. In both instances, the individuals had physical access

only, and the revocation failures resulted from the failure of staff to feltbe URElaccess revocation
proceduress TG SNJ GKS AYRAGA Rdzl f SERC déBrininedBBREYas in2 NJ NB & A 3
violation of CIFD04-3 R4 (4.1 and 4.2) because it failed to update its list of personnel with access to

CCAs within seven calend#ays of any change of personnel with such access to CCAs, and it failed to
revoke access to CCAs within seven calendar days for individuals who no longer required such access.

SER@etermined the duration of the violation to beight days after the firsindividual retireduntil

UREMzLIRF 6 SR GKS | O0Saa ftAad I yR ND@eght8dys afieKtBe T A NE |
second individual resigneshtil URE lupdated the access list and revoked #econdA Y RA @A Rdz f Q&
access rights

SER@etermined that this violation posed a minimal and not serious or substantial rithetoeliaklity

of the BPSThe failure to revoke access to CCAs cbalkallowed former employees to use their
credentials to gm access to and sabotage CCHswever, bothemployees would have to obtain a key
through their former supervisors to gain entry through a perimddarrier before they wouldhave

beenable to use their physical access badge to access the PSP. Both employees were in good standing
with UREJprior to and after their departure. Neither employersed theircardsto access anPSPor

site after the date of their respective retirement and resignation. The revocation of access occurred six
days and eleven days latespectively.
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UREQ Klitigation Planto address this violatiowas submitted taSERC

UREDA aAUOA3IF GAPRERG € Iy NBIj dzA NBR

1. developreinforcement training for individuals who have the ability to initiate-loéfarding
processesn the human resourcesystem. The trainingiould concentrateon the importance
of timely data entry and possible compliance implications of late data gntry

2. developtrainingfor managers who have direct reports with NERC CIP acthsdraining

wouldO2 y OSY G NI S 2y GKS AYLRNIIy Gfinthg & SELISOG I

boarding process

3. implementreinforcement training in the learning management systeand

4. assigrand scheduleespective reinforcement training to be completed &yyindividuals
identified.

UREZXertified that the above Mitigation Plaequirements were completedSER@erified that
URED& aAlGAIIGAZ2Y. tfly 61 & O02YLX SGS

CIP0051 R1.1 (SERC2013011770)

SERC sefttREIa notice of a&Compliance AuditFollowing the noticelJREIsubmitted a SelReport to
SERC stating thdtwas in violaon of CIF005-3a R1.1.UREXailed to identify externally connected
dialup modems, terminating at devices withiiSPsas ESP access points.

UREad mistakenly identified the wrong devices as access pointofoe facilitieSESPsDiatup
gatewayssecured, authorized, and manageshmote access tthe facilities and once the security

packets for the individuals accessing were authenticated at the gateways, modems permitted access to

the CCA Originally, UREIhad identified the gateways as accessm®. Insteadit should have
identified the interior modems as the access points because the modems represented externally
connected communications endpoints, terminating at any device within the BEEIshould have
identified the gateway devices aseetronic access control and monitoring (EACM) devices, which
performed the access control, authentication, monitoriagdreporting fundions on behalf of the
modems. In addition,UREXailed to identify access points into the ESP for serially connexiad
essential Cyber Assets that resided outside of the ESP.

URE®failure to identify the access points stemmed from a flawed interpretatioa MERC
complianceguidancedocument UREIad erroneouslyleterminedthat Cyber Assets neassential to
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the operation of Critical Assets that were serially connected to Cyber Assets within the ESP did not
have to be classified as access points or as being associated with access points.

SERC determined theXREwas in violation of CIB05-3a R1.1 because itifad to identify all ESP
access points.

SER@etermined the duratiorof the violation to befrom the date the Standard became mandayo
and enforceablen URELuntil UREIXompleted its Mitigation Plan.

SERd@etermined that this violation posed a minifn@nd not serious or substantial riskttze reliability
of the BPSThe failure to identify and designate access points to the ESPs increased the risk of
unauthorized access to the implicated ESPs.

Regarding the failure to identify modems as accesstpdURE Jplacedthe modemsbehind secured
gateway devices that were providing both access control and authentication functhmna.result, all
access attempts arriving at the modems would first haadto pass through the gateway, effectively
ensuringthat CCAs to which the modems connected were shielded from unauthorized access.
Consequently, the failure to identify the modems as access points was an error in documentation.

Regarding the nomoutable comections crossing into the ESFRE Jprotectedthe Cyber Assets that
serially communicated with devices inside the ESP within secured facilities or resided inside locked
cabinets or cages, arldREIidentified and documented the devices\dditionally, the nosroutable
nature of the ommunications techitally limitedthe provision of perimeter protections where such
serial communication links are utilize®uring the violation, there were no known adverse or negative
impacts from not identifying access points for serial (inoatable) connections.

URE® Mitigation Plan to address this violation was submitte SERC

URERA aAlUA3IlF GAPREXG £ Yy NBIj dzA NBR
1. identify modems as access points for all digl accessibléacilities
2. disconnecthe modems aseveralcriticalfacilities

3. deemonefacility not critical through the execution of thesk-based assessment methodology
(RBAN;

4. modifyits Cyber Asset identification tool to add instructions whiabuld ensure that modems
associated with dialip accessta identified as access points;
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5. modifyits CP-007 R1 test plan to ensure that modems associated withupadccess are
identified as access points

6. providetraining to the individuals affected by the changes
7. update ESP diagrams to identify protocol converters as access points

8. submit TechnicalFeasibility Exceptiores appropriate for the functions thabuld notbe
performed at the access points

9. updatethe CIPO07 R1 test procedures to ensure that serial devices connected from outside the
ESP have an access point to a device inside theagkbP

10. providetraining for the individuals affected by the procedural changes

UREZXertified that the above Mitigation Plan requirements were complet&ERQerified that
URED& aAlGAIIGAZ2Yydtfly @1 & O02YLX SGS

CIPO051 R11 (SERC20130124pP8

SERC settRE2n initial notice of aompliance AuditFollowing the noticelUREZXubmitted a Self
Report to SERC stating thatvas in violation of CHB05-1 R1.

UREZailed to identify access points into tieSHor serially connected nopssential Cyber Assetsah
resided outside of the ESRIREZeported that Cyber Assets residing outside of the ESP were serially
connected to devices within the ESP and documented, but no access point for the connection was
identified.

Within the Critical Assets at issugRE2ad serial (nosroutable) connections from various nen
essential Cyber Assets outside of the ESP that connected directly to hmanine interface
machines or switches that were identified @€Asnd protected as suchUREZlsohad serial
connectiondrom non-essential Cyber Assets outside the ESBratocol convertors that were
identified as norcritical Cyber Assets within the E&RI protected as suchThe serial connections did
not traverse any Cyber Asset boundary device on the ESP that wootthbiglered an access point
under CIFO051 R1.

'WOHQA FlLAfdZNBE (2 ARSYGUAFEe GKS | OOSABRCLRAY (&
compliance guidance documentiREZad erroneously determined that Cyber Assets f@ssential to
the operation ofCritical Assets that were serially connected to Cyber Assets within the ESP did not
have to be classified as access points or as being associated with access points.

a i
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SERC determined theXREZ2vas in violation of CIB05-1 R1.1 because it failed to identiall ESP
access points.

SER@etermined the duratiorof the violation to be fronthe date the Standard became mandago
and enforceablen URE2intil URE2xecuted an oubf-cycle RBAM and determined it had no CCAs

SER@etermined that this violation pasd a minimal and not serious or substantial riskite reliability

of the BPSThe failure to identify and designate access points to the ESPs increased the risk of
unauthorized access to thavolvedESPs. However, the Cyber Assets that serially concated with
devices inside the ESP were protected within secured facilities or resided inside locked cabinets or
cages, and the devices were identified and documentetd Rf£2 Additionally, the norroutable

nature of the communications technically limitthe provision of perimeter protections where such
serial communication links are utilize®uring the violation, there were no known adverse or negative
impacts from not identifying access points for serial (noatable) connections.

URE® & a A (i lardd-addkegsyhis wiolation was submitted RERC

URER Klitigation Plan requiredJRE20 executean offcycleRBAM which resulted in a determination
that URE2Joes not have any CCAs

UREZzertified that the above Mitigation Plan requirements were queted. SER@erified that
URERA aAUGAIFLGAZ2Y tfly ¢la O2YLX SGSo

CIP0051 R1.5SERC2013012488 and SERC2013012496)

SERC settREJandURE2an initial notice of a&Compliance AuditFollowing the noticeJREJand
URE2achsubmitteda SelfReport to SER&ating thatthey werein violation of CI®051 R1.5.URE1
and UREZailed to properly identify certait ACMsand afford certain EACM devices the protective
measures specified in COR9 R1.

During an internal revieWlJREJand URE3iscovered thatachhad failed to identify network
management devices as EACMs based on an incorrect interpretation of the Requirement, despite
previously identifying and protecting them as EACMs. SERC determinesgieadlauthentication
servers included in the SdRepotswere not EACMs and should not have been included.

Additionally,UREJand URE&liscovered thatachhad failed to afford other EACMs the protective
measures specified in CO®9 R1.UREJandUREZailed to document the steps necessary for the
recoveryof firewalls withintheir existing CI®09 R1 recovery plans.
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SERC determined theXREland URE2vere in violation of CI®D051 R1.5 becauseachfailed to
identify properlycertain EACM devices and failed to afford certain EACM devices the protective
measures specified in GOV R1.

SERd@etermined the duration of th&JREiolationto be from when theStandard became mandatory
andenforceableon URELuntil UREIXompleted its Mitigation Plan.

SERC determined the duration of tb&®EZXiolationto befrom the date theStandard became
mandatory and enforceablen URE2intil URE2mplemented an oficycle BAMand determined that
it does not have anZCAs

SERd@etermined thattheseviolations posed a minimal and not serious or substantial risth®

reliability of the BPS.The failure to identifyproperlythe managementdevicesas EACMposeda risk

that UREJand URE2might not have applied appropriate controls to prevent the theft or modification

of authentication credentials or prevent the alteration @isablement of access control rules.

Additionaly, the failure to include theifewall EACMs in the GO®9 R1 recovery plgposeda risk that
wOmMQa | abity th ec@verQhiEfirewall EACMs might be delayadnecessarilyand thereby
impactURE® andURE®R & 2@3SNI ft [ oAfAdGe (2 LINRGSOGlahd/R NBY
Data Acquisitiorsystem.

However, egarding themanagement EACMaccess to the devices was restrictedi¢?authorized
personnel and required twdactor authenticéion. The devices were protected within a secuRSP

and resided behind a corporate firewall. No known instances of unauthorized physical or electronic
access to thenanagement EACMs occurred during the violation.

Regarding thdirewall EACMsalthoughnot part of the CI®09 R1 recovery plan, recovery plans were
available to the technicians that were responsible for the recovery of the firewdkseover,
operational recovery of the devices was required on at least two occasidR&land UREZrovided
evidence of the device recovery, which indicatedytlseiccessfully recovered thievices with no

undue delay.

URERRAY R | MitgationdPlarsto address this violation was submitted SERC

URERA aAlUA3IlF GAPREXEG £ Yy NBIj dzA NBER

1. completean andysis ofits policies, standardsand guidelines for EACMs to determine what
controls should be included in distributed enterprise security@® through CH209
procedures
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2. updatethe relevant procedures, including relevant supporting documentationrafefences
3. provide training for individuals affected by tipeocedural changes;

4. apply contrals identified above and prepaevidence to demonstrate compliance with updated
procedures and

5. perform an exercise pursuant to @B9 R2 on the updated recoweplans

URER & aAlA 3l A PREZD ekekbuye aniNdEidyotziR BYWE Which resulted in a determination
that URE2loes not have any CCAs

UREland UREZ2ertified that the above Mitigation Plarequirements were completedSERC verified
that UREQIR Y R ! MigationdPlars were complete.

CIPO052 R15 (SERC20130117p4

SERC settREIan initial notice of aompliance Audit Following the noticdJREIsubmitted a Self
Report to SERC stating thatvas in violation of CHB05-1 R1.5.

SERC latetetermined that the violation began when Version 2 of the CIP Standards became
mandatory and enforceableUREXailed to ensure that Cyber Assets used in BRCM®f the ESRat
its facility were afforded the protective measures specified in-G0B-2 R3 After the initial discovery
of its failure to protect EACMs within a fully enclosed PSiatacility, UREldentified additional
EACMs residing within a PSP that lacked completeaiXooundaries aa secondacility.

During a review of the PSRSREdiscovered three openings greater than 96 square inches under the
raised floor below thdacilityQad t {t YR yYAYyS 2LSyAy3a 3INBIGISN (K
ceiling ina secondfacilityQ BSP. The identified openings resulted fldREQ i@liance on the

erroneous statements of a thirdarty vendor thatit had installedwire mesh in all openings exceeding

96 inches prior to the date of mandatory compliance.

SERC determined theREwvas in violation of CHB05-2 R1.5 because it did not affbEACM devices
the protective measures specified in €166-2 R3.

SERd@etermined the duratiorof the violationfrom the date the Standard became mandatory and
enforceableon URE1until UREXclosed the openings in the PSPs

SERd@etermined that this vitation posed a minimal and not serious or substantial risthéoreliability
of the BPS The failure to create complete swall boundaries protecting EACMs could have allowed
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intruders to gam physical access to the EACMs and allotliedh to manipulateor destroy the devices.

The root cause of the identified violations stemmed fratlRED & NBf A yOS 2y GKS | a
party consultant. However, thaffectedPSPs were within existing corporate computer rooms that

were restricted to corporate lairmation Technology personnel. Tfaeilities at issudad onsite

physical security staff that monitored the premises 24 hours a siewyendays a week. The EACMs

were monitored by an intrusion detection system, which would alRE Istaff to any unautorized

attempts to interface with the EACMs.

UREQE aAGAILGAZ2Y tfly (2 | RRERGE (KA GA2tlGAzy

UREQA aAdGAIl GAPRELRE £ Iy NBIj dzA NBR
1. meet with responsible person® discuss an appropriate design solution to block the openings

2. conductinspections at additional PSR$RE determined that they were properly enclosed by a
sixwall border,

3. workwith responsible persont® improve the facilities change managememobcess to ensure
that the PSPs are appropriately secured from the plamce date forward and furthethat
changes are not maddat compromise PSP<$Specifically, the revised processuld ensure
that area owners submit a request form to corporate security for approval when establishing a
NERC CIP PSP or prior to initgiany changesThis formwouldtrigger a review by corporate
security to ensure that proposed plans are consistent with NERC CIP physical security
requirements

4. evauate vendor proposals based on the design solution and completed;work

5. workwith vendors to ensure thaall gaps in wire mesh have been corrected with installation of
additional wire mesh. Area ownensorkedwith avendor to seal théneating, ventilating, and
air conditioningducts and

6. conductinspections at the remaining PSPs to ensueythre properly enclosed by a -suall
border.

UREZXertified that the above Mitigation Plan requirements were complet&ER@erified that
URED& aAlGAIlIGAZ2Y tfly g1 & O02YLIX SGiSo

CIP0053aR3(SERC20130122110

SERC semntREan initial notice of &ompliance Audit Following the noticeJREIsubmitted a Self
Report to SERC stating thatvas in violation of CHB05-3a R3.
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UREXailed to implement electronic processes for monitoring and logging access at an access point to
the ESR24 hours a day, sevatays a week.

During an internal reviewJREIdiscovered a single ESP access point witérad not enabledaccess
logging forapproximately 8% of theonfigured security policies for that access pointURE Tirewall
analyst had implemented the policidsyt failed toconfigurefully the logging commandThe policies
represented access permit statements, which were enabled to aweralhost machines to
communicate with a field data concentrator residing insiteESP

SERC determined theAREwas inviolation of CIFD05-3a R3 because it failed to implement electronic
processes for monitoring and logging access at an access point to the ESP 24 hours a day, seven days a
week.

SER@etermined the duratiorof the violation to be fronrwhen UREImplemented the new firewall
policies on thdacility firewall but failed to enable logag onthe firewall policies, untiURE1
implemented logging on the firewall policies

SERd@etermined that this violation posed a minimal and not serious or substantial rigletceliallity

of the BPSUREZXailedto monitor or log access to an ESP access ploattcouldhave leftit unable to

identify unauthorized access across the ESP access point if the access involved the four policies. Such a
situation couldhave leftUREIunable to analyze any such unauthorized access and respond to prevent
similar incursions. However, the policies had been established in accordandgRE® drocedures,

including the restriction of access to authorized personnel. All traffic fravhost devices was

encrypted via avirtual private networkunnel. The failure was limited ta singleaccess point and
affectedapproximately 8% of theecurity policies established for that access point.

URED& aAGAIlIGAZ2Y tf Inyfvasbabmittdd REEBG & G KA a GA2f | (A2

UREQ Klitigation Plan requiredJRE1o:
1. enablelogging on the four policies

2. updateits CIPO05 procedure to institute an independent review process for firewall policy
changesand

3. providetraining for individuals affected Ithe procedural changes

UREZXcertified that the above Mitigation Plan requirements were complet&ER@erified that
URED& aAlGAIlIGAZ2Y tfly g1 a&a O02YLX SGiSo
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CIP006-1 R1.1(SERC2013011761

SERC sentREZan initial notice of aCompliance Audit. Followirtge notice,UREIsubmitted a Self
Report to SERC stating thatvasin violation of CIf006-1 R1.1.UREXailed to establish a completely
enclosed (sivall) border for an identidd PSRind had not deployed and documented alternative
measures to contriopphysical access.

During an internal review)JREIdiscovered it did not have a fully enclosedwill border attwo PSB.
The previously unidentified openiswere abovefalseceilingsand were greater than 96 square inches

In addition, where UREXoud not establisra completely enclosed (swall) border around network
wiring as requiredin two instancesJREMid not deploy and document alternative measures to
control physical access to wiring.

SERC determined theAREwas in violation of CIB06-1 R1.1 because it failed to establish a
completely enclosed (swall) border for multiple identifid PSPand had not deployed and
documented alternative measures to control physical access.

SERd@etermined the duratiorof the violationto be from the date the Standard became mandayo
andenforceableon URELintil UREIXompleted its Mitigation Plan.

SERd@etermined that this violation posed a minimal and not serious or substantial rigletceliability

of theBPSURED & ¥ | idlehtifgMdeninggh PSPs and provide alternative measures of protecting
ESP wiring external to a PSP cdddeallowed an intruder to gain access td8s within the PSP or to
intercept, manipulate, or degrade ESP communications on the unprotected ESP wiring.

Regardindhe first PSRliscovery, the unidentified opening wapproximately 3Geet above the floor.
An intruder wouldhaverequired rappellingequipment to gain access to thacility and wouldhave
entered the room in full view of the operators and any otharcoipants. Théacility wasaccess
controlled and staffed 24 hours a daevendays a week. The opening was only accessible from an
area that had corporate access controls with restricted access.

Regarding thesecond PSRiscovery, the unidentified opangs wereapproximately 3Geet and20feet
above the floor, respectively. The unsecured openings were within an acoesslled facility that

had onsite security staff 24 hours a dasgvendays a week. A potential intruder would have to
discover theopenings above a false ceiling before attempting to gain access to the PSP using those
openings.
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Regarding the ESP wiring discovery, the ESP wiring in both instances was located within a secured
corporate facilitythat on-site security personnehonitored 24 hours a daysevendays a week. A
potential intruder would have to discover the ESP wiring above a false ceiling or below a raised floor
before attempting to access it for malicious purposes.

UREQ& aAGAIIGA2Yy tfly O2mitedREBG A GKAA GA2f 1 GA2Y

UREQA aAdGAIlF GAPREXE £ Iy NBIj dzA NBR
1. workwith its facilities group to block the openings

2. workwith responsible person® improve the facilities change management process to ensure
that PSPs are appropriately secured from the conmgkadate forward and thaturther
changes are not made which compromise PSpecifically, the revised process ensures that
area owners submit a request form to corporate security for approval when establishing a NERC
CIP PSP or prior to initiating artyaages to a PSH.his form triggers a review by corporate
security to ensure that proposed plans are consistent with NERC CIP physical security
requirements

3. conductinspections athe remainingPSP$o0 ensurethey were properly enclosed by a suall
border;

4. re-designatea PSP to include areas where ESP wiring spanned outside the identified PSP

5. pullarmored fiber optic cable to replace the existing fiber wiring which spanned outside the
identified PSP

6. update corporate security processes to include aseasment of network wiring before the
creation of a PSP or the-gesignation of an existing PSP;

7. provide training for the individuals affected by the revised corporate security process
referenced above

8. reviewall PSPs to determine which ones requirgher action to ensure network wiring is
being afforded the proper protection pursuant @p6 R1.1and

9. address and bring into compliance aagyditional issues identified during the review

UREZXcertified that the above Mitigation Plan requirements wempleted SERG@erified that
URED& aAlGAIlIGAZ2Y tfly g1 a& O02YLIX SGiSo
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CIP006-1 R1.8(SERC20130122%2

SERC sentREZan initial notice of aCompliance AuditFollowing the noticeUREIsubmitted a Self
Report to SERC stating thatvas in violation of CHB06-1 R1.8.

UREXailed to afford Cyber Assets used in thlysical Access Control Systdorshe PSPthe
protective measures specified in @B87-1 R1, spcifically the testing of cybsecurity controls prior to
implementing significant changes.

Firgly, UREMiscovered 74 instances wheithad not testedPACS cybersecurity controls prior to
implementation of significant changes into productioin.22 instancesURE 8test plans only called

for testing to ensure the devices still functioned as estpd but did not call for testing for gnchanges

to the existing cybesecurity controls.In 17 instancesURE Tailed to implement the cybersecurity

controls portion of the existing test plarin 28 instancesURE Tailed to test any cybesecurity contols

on severalfailover PACS servers because personnel failed to recognize the servers were PACS devices.
Finally, there were seven instances wh&iRE failed to document that any required testing had been
conducted.

SecondlylURETailed to afford PAC&evices the protective measures specified in-@”1 R3 by

failing to assess a security patch for certain PACS components within 30 days of rele&de.

identified a missed assessmentatlatabase security patchirhis was the only missed PACS databas
server patch, and it only applied to two PACS database servers, consisting of a primary server and a
standby server.

Thirdly, URE1 discoverealsingle shared account with reamhly access to the PACS was not afforded

the protective measures specified @R007-1 R5. This specific account was established on the PACS
database server prior to the date of mandatory compliance so that individuals could run nightly reports
that were used to manage and review access rights tdiR&IPSPsAlthough this shad account

was included in quarterly reviews, it was not afforded the protective measures required for shared
accounts due to confusion betwedwo teamsregarding who was responsible for management of the
account.

Finally,URElalsoimplemented a changw its PACS production servers without following its
documented change management procedures required byOCE#3 R6.

TheUREIprocedue for change management requiredl significant changes for PACS to be held out
of regular implementation pending aare extensive documented review and testing sessidnghe
event that testing in thaJRElguality assurance environment produced negative results,
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implementation into production would be halted until resolvedRE Isupplemented the process that
descriled how its personel woulduse the change management system to document any requested
change to the PACRIREIprocess requiredhe change requesb be submitted, reviewed and
approved, ad tested. UREZXetained all documentatiom the change managemésystem.

URE1 appliedeveralpatches to allts PACS production servers without following the documented
UREZXhange management process. These PACS servers control&E4RSPs.

SERC determined theXREwas in violation of CHB06-1 R1.8 becausifailed to afford its PACS

devices the protections specified: ih) CIFO07 R1 by failing to adequately or fully test significant
changes to PACS devices to ensure there were werad effects on existing cylsscurity controls; 2)
CIR007 R3 by failingp assess a security patch for certain PACS components within 30 days of release;
3) CIPO07 R5 by failing to properly manage a shared account for the PACS; andd@3 &® by failing

to follow its change management procedures when implementing a chemgkits PACS production
servers.

SERd@etermined the duratiorof the violationto be from the date the Standard became mandayo
and enforceablen URELntil UREIXompleted its Mitigation Plan.

SER@etermined that this violation posed a serious abstantial risk. Specificallhe PACS

w

components are essential to maintainiREQa / / !''a Ay | LIKeaAOlfte &asSod

Regarding testing, theepeated failure to adequately test changes prior to production deployment

pursuant to CI®07 Rlincrease the risk that the change might result in the inoperability of PACS
componentsas the result ofinanticipated file or code corruption or conflicts, and/or the altering of

secuity controls in the environmentSuch effectgouldhave ma@ the PACS more sceptible to

malicious attacks that coulldaveresultedin the inoperability of PACS components or unauthorized

physical access to CCAs. However, the PACS readers would have continued to restrict access based on
local memory stored on the readers, evethié€ PACS servers were disabled.

Regarding the database server patthREQ failure to timely assess a security patch pursuant to-CIP

007 R3 increased the risk that an attacker could use a vulnerability to compromise the PACS database
servers and give aess rights to individuals without authorization or disable the PACS database
servers. However, therimaryfacility PSP wamanned 24 hours a dagevendays a week, making
undetected intrusion into thaarea difficult. All PSPs haileo cameras at thaccess points, which

would allow for identification of any unauthorized intruders. In addition, if the PACS database servers
were completely disabled without adding access rights for unauthorized individuals, the door readers
and PACS control panels woutlave relied on internal memory tihthe databases were restored.
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The internal memoryvould havelimited access to those previously authorized for physical access to
the PSPs. Finally, the PACS database server was protected behind corporate firewalls.

Regarding the shared accouttRED &  Ftb deéudzlEhared account with readly privileges

pursuant to CIF07 R5 increased the risk that unauthorized users might be able to obtain PACS access
log information. However, even if the account had be®mpromised, an attacker wouldaveonly

been able to obtain PSP access logs in realy format. The account would not have permitted the
modification of any PACS permissions or component operations. In addifRieimplemented a

solution that requied two-factor authentication for PACS system access.

Regarding the change managemenogedures UREQ failure to follow the change management
procedures pursuant to GIB03 R6 could have reged in the degradation of cybeecurity controls
becauseof the installation of unapproved and untested patches. However, the patches had been
assessed, tested, and approved for deployment on the corporate network and had also been assessed
and approved for the additional testing required before they could be@eg to the PACS devices.

The patches were in place for less than 14 days before discovery. The untested patches had been
tested and deployed in nearitical systems without incident. Subsequent testing found that the

untested and deployed patchesdinot affect the existing cybsecurity controls on the PACS.

UREQE aAGAILGAZ2Y tfly (2 | RRERGE (KA GA2tlGAzy

UREQ Klitigation Plan requiredJREo:

1. developa new PACS test plan that will replace the existing PACS testTilanew PACS test
plan clearly identified the steps required to ensure changes to the PACS system do not
adversely affect existing cylmcurity controls

2. conducttraining session with testing team members on the new PACS test plan

3. executethe new PACS tegplan against the production baseline and remediate any new
potential violations discovered. If any were discovered, an email notification would be sent to
SERC

4. reviseits CIP007-3 R3 procedure as required by @B6-3 R2.2 to accurately document the
processes supporting security patch management for the PACS

5. provide training for individuals affected by the €@I®7 R3 procedural change;
6. assessnissing security patgh

7. changethe PACS shared database password



